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Overview
Roughly 40 participants from civil society in Europe took part in this online workshop. The
whole workshop was held under Chatham House Rule: “When a meeting, or part thereof, is
held under the Chatham House Rule, participants are free to use the information received,
but neither the identity nor the affiliation of the speaker(s), nor that of any other
participant, may be revealed.”
The workshop was funded by the EU Internal security fund – Police (Project-Nr. 821579 -
Forest Crime - ISFP-2017-AG-ENV).
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Forestry Crimes: Law enforcement cooperation with civil society; INTERPOL
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European legislation: Latest updates on EUTR, ClientEarth
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Panel: “Success factors in creating investigative networks and bringing cases to court”

Situation

ü NGOs are often reactive about incidents and less proactive in defining criminal networks
ü very hard to go against billion-dollar companies just like this, (“fear”)
ü the one-way street of bring information to prosecutors will always remain
ü web of companies and subsidiaries sometimes too complex for small NGOs, NGOs need to support each other.
ü police very often simply don’t have the resources
ü Until now no sustainable cooperation between NGO and law enforcement which was really leading to a greater success, BUT

that is the only way forward
ü Hurdles are very high for public prosecution, especially in cross-country, multi-jurisdiction investigation

Way forward

ü Professionalism needed in all fields: Know-How should be passed from one to the other?
ü making strong network (incl. whistle-blowers)
ü there are a lot of different laws that can be prosecuted a lot of different good actors. Don’t try to hard to make EUTR cases.
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“Sting like a bee, like Muhammad Ali!”

Dissuasive by argument Dissuasive by cases

Changing Policy/
Awareness

Support Law
Enforcement

Supply chain mapping Develop investigative
patterns

Create trustful network (takes
years!!)

Collect Reference samples

Joint projects with law
enforcement / funding

Supporting with operational
intelligence (Huge gap! Need
of cooperation between civil
society and law enforcement)

Provide tactical intelligence
e.g. description of criminal
networks

Strategic intelligence =
identify risks and trends
(strength of NGOs)

Awareness campaigns

Decide: what is our strategy as NGO in fighting Forest Crime?

Training of stakeholders incl.
law enforcement

Working on crime
convergence and corruption

Market studies with Forensic
Methods

“Quick wins” in yellow

Cooperation with
companies working on
positive change (“the good
ones”)

Support local civil society in
vulnerable areas
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Public Engagement, WWF Bulgaria
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Safety measures during field inspections, WWF Ukraine

How would you proceed the
case? You identified potentially
illegal logging site through
satellite images, but it should
be verified on the field.
Logging site located in a very
remote mountain area, which
is far from tourist trails.
Instead, only one accessible
road goes through small
mountain village and forest
enterprise office. Forestry staff
together with locals blocked
the transport with
conservationists two years ago
and treated them very
aggressively. The area does
not have a phone or internet
connection. You need to verify
logging site on place
considering all afore-
mentioned issues.
ANSWERS: The quick answer is
to use as much as possible
indirect evidence which could
be proofs of illegally, and to
use modern technics (like
drones) which could help to
verify area distantly.
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Follow the money - Financial flows and Forest Crime, TRAFFIC

Recommendation
for Law enforcement
relevant for Civil
Society: develop red
flags and indicators
around the timber
trade to assist
financial institutions
in detecting
suspicious activities
and determining
illegal timber versus
legal timber trade
activities. (See Annex
2)
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TRAINING MODULE How to apply forensic methods and remote sensing

ü Forensic methods
o bring transparency, scientific evidence and an objective assessment

in the chain of custody even for complex manufactured products.
o Demonstrate “there are issues” with weak enforcement

ü Forensic methods are recommended by the European Commission (EUTR
guideline 2/2016), but still only few countries are using them.

ü Effective tool to start investigations and hand over to authorities (e.g. as a “substantiated concern”).
ü If NGOs are successful with forensic methods – it creates pressure to authorities to do the same and follow.
ü If lab result says “wrong declared species or origin” – the responsible company is not able any more to state that a product is

“legal”

Recommendation to NGOs:
ü Don’t start alone, talk to people who already run market surveys or used forensic methods

Some of the most relevant and effective methods
ü Wood anatomy: to verify declared species, established, fast, comparable cheap, very precise
ü Stable Isotopes: to verify declared wood origin
ü Dendrochronology (measurement of width of annual rings): to verify the origin
ü Fiber testing for paper
ü Remote Sensing: for monitoring on the ground

ü Database for reference samples (World Forest ID)
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Part 1: Getting started with forensic timber testing methods, WWF Belgium
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Part 2: Overview of forensic timber ID & tracking methods, World Forest ID @ Kew
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Part 3: Remote Sensing, ForestCom
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Modus Operandi
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Source: EU Gap Analysis
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Next steps, new members of EU Forest Crime Initiative

What is the benefit of an EU wide network?

ü Capacity building
ü Monitoring systems
ü Sharing innovations
ü International expertise highly

valued
ü Especially supportive for very

small organizations, that
sometimes are not even
registered.

ü Mitigate risks
ü National support
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Survey:
What am I already doing today against What will I be doing in June 2022 against illegal timber
illegal timber on EU market?                                                                             on EU market?
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Targeting Natural Resource Corruption, TNRC

AND: Including more women in public institutions, helps against corruption – in democracies!
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The EU Whistleblowing Directive -a once in a generation opportunity to enact effective anti-corruption laws, NWC

Why leave your most powerful tool “on the shelf”
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Q&A:

Where do you feel the main strenghts of the EUTR are in comparison with similar legislations (for example the Lacey Act in the USA)?

-  the EUTR has a more developed concept of ‘due diligence’. Aside from the Article 6 of the EUTR, which nicely lists the core elements that a
proper due diligence system should have, the Commission has adopted an implementing regulation to the EUTR (https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32012R0607) and guidance
(https://ec.europa.eu/environment/forests/pdf/C_2016_755_F1_ACT_EN_V6_P1_831439.PDF), which specify details in this matter.

- The EUTR also directly enshrines that a lack of existence/evaluation/application of due diligence is an EUTR infringement (Article 4(2) of
the EUTR). The 'due care' requirement set out in the Lacey Act is more vague; it refers to a legal principle and may cause difficulties in the
course of prosecution in regards to burden of proof (see more in EIA’s report on the EUTR and the Lacey Act – https://eia-
international.org/wp-content/uploads/EIA-report-A-tale-of-two-laws-spreads.pdf )

- The Lacey Act, however, covers a broader product scope and applies to all entities involved in an illicit supply chain (while the product
scope of the EUTR is limited and obligations are much stronger on operators than on traders).

- the actual effectiveness of these laws is measured by their enforceability which, in case of the EUTR, is not easy to assess due to its
uneven application across EU Member States. Differences between Member States emerge in all aspects - ranging from the number of
compliance checks, to the quality of checks, penalty schemes (administrative, criminal, mixed systems) and cooperation channels.

- current lack of sufficient interest in environmental crime amongst Member State authorities impedes the full potential of the EUTR. In
other words, the tools that are already available for use are not sufficiently exercised. As a result the provisions of the EUTR should be
strengthened so that implementation and enforcement of the EUTR are better coordinated and more effective.

What do you think it can happen to the EUTR should the EU deforestation-free proposal include timber among the commodities? do you foresee
a possibility of EUTR being merged with the EU deforestation regulation?

- Since no text of the future regulation on forest-risk commodities has been divulged yet, it is difficult to make predictions. What will
happen to the EUTR is strictly related to the requirements set out under the forthcoming regulation.

- At this stage, it is relevant to note that the EUTR and the forest-risk commodities regulation appear to rely on different criteria for
products to be allowed on the EU market – the EUTR is focused on the legality of timber (whether timber or timber product has been
harvested in compliance with laws applicable in the country of origin), whereas the forest-risk commodities regulation seems likely to
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require compliance with criteria related to deforestation and forest degradation (or rather, lack thereof). Thus, these two acts appear
complementary to one another. Regardless of whether a “merger” of the two acts will take place, it is be pivotal that a potential new act
strengthens the level of protection of forest against illegal logging. It must also coherently ensure that the progress that has been made in
the fight against illegal logging on a global scale (e.g., existing VPAs) is not undone and the work currently ongoing (e.g., under the FLEGT
Regulation) is in no way jeopardised.

Resources:

Annex 1: INTERPOL Practical guidelines for sharing information with law enforcement
Annex 2: TRAFFIC Red Flags Concept
https://www.clientearth.org/latest/documents/clienteart-s-response-to-the-european-commission-s-interim-findings-on-the-fitness-check-of-
illegal-logging-rules/
https://wwfeu.awsassets.panda.org/downloads/wwf_lift_it_up_eutr_april_2021.pdf
https://www.traffic.org/publications/reports/case-digest-an-initial-analysis-of-the-financial-flows-and-payment-mechanisms-behind-wildlife-
and-forest-crime/
https://eos.com/blog/free-satellite-imagery-sources/
https://worldforestid.org/
Basic differences between the EUTR, the Lacey Act, Australian Illegal Logging Prohibition Act and Japanese Clean Wood Act. (2017)

Contact (also for full presentations):
EU.ForestCrime.Initiative@wwf.de
www.wwf.de/eu-forest-crime
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DISCLAIMER 
 
This publication may be reproduced in whole or in part and in any form to support capacity building and training 
of law enforcement without special permission from the copyright holder, provided acknowledgement of the 
source is made. INTERPOL would appreciate receiving a copy of any publication that uses this publication as a 
source.  
 
All reasonable precautions have been taken by INTERPOL to verify the information contained in this publication. 
However, the published material is being distributed without warranty of any kind, either expressed or implied. 
The responsibility for the interpretation and use of the material lies with the reader. In no event shall INTERPOL 
be liable for damages arising from its use. INTERPOL takes no responsibility for the continued accuracy of that 
information or for the content of any external website. 
 
The content of this publication does not necessarily reflect the views or policies of INTERPOL, its Member 
countries, or contributory organizations, nor does it imply any endorsement. The boundaries and names shown 
and the designations used on any maps do not imply official endorsement or acceptance by INTERPOL. The 
designations employed and the presentation of the material in this publication do not imply the expression of 
any opinion whatsoever on the part of INTERPOL concerning the legal status of any country, territory, city or 
area or of its authorities, or concerning the delimitation of its frontiers or boundaries. 
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1 INTRODUCTION 
 
A vital step towards effective intelligence-led policing of environmental crime is the regular 
exchange of information between all concerned parties. Potential sources of information 
related to environmental crimes include various law enforcement authorities, Non-
Governmental Organizations (NGO’s), Civil Society Organization (CSO’s), and Inter-
Governmental Organizations (IGO’s) and members of the public. Law enforcement often relies 
upon information from these sources to supplement existing intelligence, alert them to 
crimes, criminals and emerging trends and provide new lines of investigative enquiry. 
 
These Guidelines are meant for all members of the public, Non-Governmental Organizations 
(NGO’s), Civil Society Organization (CSO’s), and Inter-Governmental Organizations (IGO’s), in 
order to gain knowledge about how they can share information, especially sensitive criminal 
information, with law enforcement agencies. It aims to help all parties to overcome some of 
the challenges encountered when sharing information by clearly and simply describing what 
types of information you should provide to law enforcement, to whom you should provide it, 
how to do so, and what response you can expect.  
 
Your decision to share information with law enforcement is, in large part, dependent upon 
your confidence that a law enforcement response will follow. By following these Guidelines, 
you can increase the likelihood that the information you provide will result in effective law 
enforcement action. This provides a genuine opportunity for you to make a tangible 
contribution to protecting the environment from criminal exploitation. 
 
To facilitate the sharing of information with law enforcement concerning environmental 
crime, INTERPOL has developed a revised version of the original ‘Ecomessage’ form. A copy of 
the form is included in the Appendix of these Guidelines for your use. 
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2 PROVIDING THE RIGHT INFORMATION 

 

Law enforcement agencies act upon information concerning:  

 

 A breach of law 

 An alleged breach of law 

 The protection of life and property;  

 The preservation of order;  

 The prevention of criminal offences;  

 Bringing offenders to justice; and  

 A duty or responsibility arising from law.  

 

When providing information to law enforcement, you should ensure that it relates to one of 

these areas. 

 

2.1 INTERPOL Ecomessage form 

 

INTERPOL promotes the use of the ‘Ecomessage’ form for information sharing on 

environmental crime. The Ecomessage is the recommended form for providing information to 

INTERPOL about environmental crimes and the criminals involved. These Guidelines 

encourage and facilitate the collection of detailed and relevant information in a standardized 

format. 

 

INTERPOL has created a specific version of the Ecomessage to be used by members of the 

public, Non-Governmental Organizations (NGO’s), Civil Society Organization (CSO’s), and 

Inter-Governmental Organizations (IGO’s) (available in the Appendix of these Guidelines).  

 

Using the Ecomessage ensures that all information that may be available to the source and 

useful for law enforcement authorities in each country, is shared in a systematic and organized 

manner. This also allows criminal intelligence analysts to study the data and identify the 

structure, extent and dynamics of international criminals and organizations involved. It also 

allows for easy cross-referencing between different Ecomessages. 

 

The Ecomessage and instructions for its completion can also be found at 

https://www.interpol.int/Crime-areas/Environmental-crime/Report-an-environmental-

crime. 

  

https://www.interpol.int/Crime-areas/Environmental-crime/Report-an-environmental-crime
https://www.interpol.int/Crime-areas/Environmental-crime/Report-an-environmental-crime
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2.2 Examples of useful information 

 

Examples of the types of information you should provide include: 

 

 Information about environmental crimes, or incidents related to environmental 

crimes, such as poaching of elephants for ivory, a seizure of tiger skins, illegal 

importation or exportation of unlawfully harvested fish, illegal logging or trafficking in 

protected timber species or illegal disposal of hazardous material; 

 

 Information about people involved in environmental crimes including criminals, their 

associates, and criminal groups or organizations; 

 

 Communications information related to people involved in environmental crimes, such 

as telephone numbers, website addresses and other media used to communicate or 

trade illicit commodities; 

 

 Information about vehicles used in the commission of environmental crimes, such as 

trucks used to smuggle commodities across borders, shipping containers used to 

transport items or vessels involved in illegal fisheries activity; 

 

 Financial information, such as bank account details or information about offshore 

holdings used to conceal or launder assets resulting from environmental crimes; 

 

 Information about specific methods being used to commit criminal acts, including 

corruption, technical tools or ownership of weapons; and 

 

 Addresses or locations associated with criminal activities, such as warehouses used to 

store rhino horns, shops illegally selling medicines made from animal parts, or shipping 

companies involved in the movement of illicit goods. 

 

When providing information to law enforcement, consider submitting supporting items that 

corroborate the information you are providing, such as photographs, documentation of postal 

transactions or internet communications. This will help law enforcement agencies to assess 

the value of the information. 

 

  

The information you provide should be as detailed as possible. Whenever possible, it should include 

where and when the crime(s) occurred, details of the suspect(s), victim(s) and witnesses(s), the 

method used to commit the crime, what commodities are involved and why the crime was 

committed. 



 

4 
 

 

3 PROVIDING HIGH QUALITY INFORMATION 
 

Not all information is of equal value to law enforcement. The information that you provide is 

more likely to be actioned if it is of a high quality. High quality information is: 

 

 Relevant to a policing purpose; 

 Specific in its subject matter; 

 Detailed in its content; 

 Complete, or with few information gaps; 

 Accurate, or supported by sound evidence; 

 Timely, if it relates to an impending event; and  

 Lawfully collected. 

 

 

Make every effort to ensure that the information you provide exhibits these characteristics to 

the greatest extent possible. Do not edit out information which you think is unimportant. 

Something that seems irrelevant or insignificant to you may be highly relevant or significant 

to a law enforcement investigation.  

 

In addition, conduct a basic assessment of the information before you share it with law 

enforcement. A basic principle of information evaluation is that the source of the information 

and the information itself should be assessed independently. The reason for this is that a 

trustworthy source may provide false information and an untrustworthy source may provide 

accurate information. Your assessment should consider both the reliability of the source and 

the information. 

 

3.1 How reliable is the source? 
 

Consider the following questions to help you assess the reliability of the source of the 

information: 

 Did you collect the information yourself or does it originate from a third party? 

 Is the source identified or anonymous? 

 Have you received information from this source before and, if so, how accurate was 

it? 

 Is the source technical or human? Technical sources include CCTV footage, biometric 

scanning or forensic data 

 What is the motivation of the source in providing the information? 

 Was the information collected legally? 

Information must always be obtained in accordance with the relevant national laws 
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3.2 How reliable is the information? 
 

Consider the following questions to help you assess the reliability of the information supplied 

by the source: 

 

 Is the information known personally to the source and the person reporting it? 

 Is the information known personally only to the source but not to the person reporting 

it? 

 Is the information based on rumor, personal opinion or hearsay? 

 Has the information been corroborated by other, independent sources? 

 How specific, detailed and complete is the information? 

 Under what circumstances was the information collected? 

 Is there any reason to doubt the reliability of the information? 

 

3.3 Provide all information to Law Enforcement 

 

In order to effectively action the information, law enforcement needs to understand the origin 

of the information you have provided and the manner and circumstances in which it was 

collected. To facilitate this understanding, provide your assessment of the source and the 

information to law enforcement along with the information itself. Be prepared for law 

enforcement to contact you with relevant questions. 

 

Do not withhold information because you think it is unreliable. Share it with local law 

enforcement and allow them to make the decision. They may be in possession of 

corroborating information of which you are unaware.  

 

It is in your interests to provide law enforcement with the highest quality information possible. 

This will ensure that your information has the greatest chance of being actioned and, over 

time, it will improve law enforcement’s confidence in you as a source of valuable information.  
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4 TO WHOM YOU SHOULD PROVIDE INFORMATION 
 

All information related to environmental crime should be provided to your relevant local or 

national police force or other investigating authority. You are recommended to restrict the 

dissemination of such information to law enforcement and not disseminate it widely as this 

may adversely affect potential law enforcement action. 

 

4.1 Is your information of national or transnational concern? 
 

The information will be stored, disseminated and dealt with differently depending on whether 

it is of national concern only or whether it has a transnational dimension: 

 

 Information that is only of concern to the country in which it occurred will remain with 

the local or national police force or investigating agency  

 

 Information that is in some way transnational (e.g. because it involves the movement 

of a commodity or of suspects across international borders) should be passed from the 

local or national police force to INTERPOL.  

 

When providing information, whenever possible provide your contact details so that the law 

enforcement agency can contact you if they require clarification or further information. 

 

Finally, ensure that you are not committing an offence by providing the information. Some 

national laws prohibit the dissemination of information about certain topics and categories of 

individual (such as Royalty or the political leadership), or information which may be 

considered slanderous. It is your responsibility to make yourself aware of the laws and 

regulations governing information collection and information sharing in your jurisdiction, and 

to respect these laws and regulations. 

 

4.2 Providing information to CrimeStoppers 

 

If you need to provide information anonymously, INTERPOL has partnered with Crime 

Stoppers International (CSI) to provide a web-based mechanism for the general public to 

provide anonymous and confidential tips on environmental crime issues. The online reporting 

form can be found at: 

 

http://csiworld.org/2015/08/environmental-crimes/ 

 

The information received by CSI will be assessed to determine its relevance to INTERPOL. This 

information will be forwarded to INTERPOL for further analysis and to determine the best 

http://csiworld.org/2015/08/environmental-crimes/


 

7 
 

course of action. This may include sharing it with relevant law enforcement agencies in the 

countries concerned. 

 

 
 

5 WHAT FEEDBACK YOU CAN EXPECT TO RECEIVE 
 

The feedback you receive will most likely relate to: 

 

 The usefulness of the information you provided; 

 Requests for clarification or further information; 

 Whether the information you provided is likely to be used in court proceedings; and 

 The outcome of the investigation concerned. 

 

Do not expect to receive immediate feedback. Feedback may be delayed by on-going 

operations and court proceedings. Even then, you will not receive feedback if providing this 

feedback will compromise future law enforcement action, or reveal sensitive sources or 

intelligence gathering methods. However, in some cases, a law enforcement agency may 

decide after considering all the risks involved that some items of information can be shared 

with you, in order to generate further information. 

 

Do not expect to receive feedback about how the information you provided relates to other 

intelligence held by law enforcement authorities. This is confidential information disclosure of 

which may breach national laws, jeopardise the safety of individuals or compromise law 

enforcement activities. Law enforcement authorities have a duty of care to the communities 

they serve, and this includes safeguarding the information they hold and those impacted by 

this information. Most are bound by national legislation which restricts the disclosure of 

certain types of information to third parties. 

 

It is possible that the information you provided cannot be used by law enforcement because 

of the way in which it was collected. In most countries, law enforcement agencies are 

governed by strict laws controlling how they can obtain, store and use information and 

prescribing standards of evidence. These laws may not apply to non-law enforcement 

personnel meaning that you may have collected information which, while valuable for criminal 

intelligence purposes, may nevertheless be inadmissible in court proceedings. 

 

Bear in mind that a law enforcement agency is unlikely to share feedback with those who are 

likely to inappropriately publicise that feedback. INTERPOL recognises that there is a 

legitimate need for some non-law enforcement organisations to publicise their activities, for 

Only information provided through national law enforcement channels can be 

recorded on INTERPOL’s global databases 
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example to generate public interest and donor funds. However, this should not be done at the 

expense of law enforcement activity or the safety of individuals.  

 

The level of feedback that you receive from law enforcement will differ according to the 

agency and the country. Some agencies may provide regular feedback; others may provide no 

feedback at all. While feedback from law enforcement is encouraged, law enforcement 

agencies are not obliged to provide it and, as described, are often restricted from doing so. 

 

Any strategies concerning public awareness campaigns or other media 

engagements necessitating public disclosure of law enforcement information 

(including use of social media) should be shared and discussed with the relevant 

law enforcement agency before any information is disclosed. While a timely, 

targeted and coordinated media campaign can be a valuable operational tactic, 

the premature public disclosure of information can jeopardise months or even 

years of investigative work. 
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6 APPENDIX: ECOMESSAGE TEMPLATE 

ECOMESSAGE   THIS INFORMATION WILL BE SHARED WITH LAW ENFORCEMENT AUTHORITIES UNLESS OTHERWISE 

REQUESTED 

Please attach copies of supporting paperwork and photographs Fields in red italics are useful if a law enforcement action is to be  
 initiated 

1. Subject 

1.1. Brief description of the crime 
1.2. Your Reference  
1.3. Legal description of the crime: citation of legislation 

violated and legally possible penalties 
1.4. Your contact details 

 

1. Subject 

1.1 
1.2 
 
1.3 
1.4 
 
 

2. Place and method of discovery 

2.1. Place where the crime was discovered. If at sea or on 
open countryside note distance and direction to a 
reference point 

2.2. City, Country, Exclusive Economic Zone (EEZ) or Sea 
2.3. Latitude and longitude  
2.4. How the crime was discovered  

 

2. Place and method of discovery 

2.1 
 
 
2.2 
2.3 
2.4 
 

3. Date and time 

3.1. Date and time when the crime was discovered 
3.2. Date and time when the crime was committed (if 

different from 3.1) 
 

3.  Date and time 

3.1 
3.2 

4. Identity of person(s) involved 

Note: Section 4 must be completed for each person involved 
 

4.1. Family name (& maiden name) 
4.2. First name(s) 
4.3. Sex  
4.4. Alias(es) 
4.5. Date of birth 
4.6. Place of birth 
4.7. Nationality 
4.8. Address 
4.9. Telephone number 
4.10. Email 
4.11. Information contained on passport or national ID - 

Include numbers, place & date of issue, period of validity 
4.12. Profession 
4.13. Bank account/credit card number(s) 
4.14. Role in the offence e.g. courier, dealer, etc. 
4.15. Role in any company mentioned in item 6 
4.16. Additional information about the person e.g. links to 

other criminals or crimes 
 

4.  Identity of person(s) involved 

Note: Section 4 must be completed for each person involved 
 

4.1 
4.2 
4.3 
4.5 
4.6 
4.7 
4.8 
4.9 
4.10 
4.11 
 
 
4.12 
4.13 
4.14 
4.15 
4.16 

5. Companies involved 

Note: Section 5 must be completed for each business involved 
5.1. Type: Legal type of company 
5.2. Name: Legal name and any trade names 
5.3. Activities 
5.4. Address and telecommunications details of 

headquarters 
5.5. Registration number 
5.6. Business address and phone/fax — If different to 6.4 
5.7. Bank account/credit card number(s) 
5.8. Additional information about the company e.g. links to 

5. Companies involved 

Note: Section 5 must be completed for each business involved 
5.1 
5.2 
5.3 
5.4 
 
5.5 
5.6 
5.7 
5.8 



 

 

criminals or crimes 
 

6.  Means of transport 

6.1 Type of transport used in the commission of the crime. 
Include if seized 
 

6.  Means of transport 

6.1 

7. Vessel 

7.1. Type of vessel, history, recent and previous flag state) 
7.2. Has the vessel been blacklisted? If so, when and with 

which international Regional Fishing Monitoring 
Organization 

7.3. IMO number 
7.4. MMSI number 
7.5. Hull number 
7.6. Owner details including name, address and nationality 
7.7. Flag state, registration document or number 
7.8. Catch logbook number 
7.9. Cargo manifest(s) or bill of lading 
7.10. Is there a radio transmission logbook 
7.11. Is there an engine logbook 
7.12. Does the vessel have any country licenses for fishing in 

EEZ 
7.13. Does the vessel have any quotas on species in EEZ 

 

7.  Vessel 

7.1 
7.2 
 
 
7.3 
7.4 
7.5 
7.6 
7.7 
7.8 
7.9 
7.10 
7.11 
7.12 
 
7.13 
 

8. Locations and routes 

8.1. Country and town/port of origin 
8.2. Country of provenance: Country of last re-export 
8.3. Country/countries of transit 
8.4. Country and address of destination: destination declared 

on transport documents and the real destination, if 
different.  

 

8.  Locations and routes 

8.1 
8.2 
8.3 
8.4 
 
 

9. Modus operandi 

9.1 Describe the method used to commit the crime including 
concealment method, use of weapons, falsified documents, 
equipment and financial instruments. Note links to other 
cases 
 

9.  Modus operandi 

9.1 

10. Identification of documents used 

10.1 Types of documents, including authorizations, transport 
documents, invoices, etc. Specify if altered or fraudulent 
 

10.  Identification of documents used 

10.1 

11. Additional information 

11.1 Other relevant information not covered elsewhere 
 

11.  Additional information 

11.1 

12. Evaluation 12.  Evaluation 

12.1 Is the source of the information:  12.1 Put an ‘x’ in the correct box 

(A) always reliable  (B) sometimes reliable  (C) unreliable  (X) untested  

14.2 Is the information:  14.2 Put and ‘x’ in the correct box 

(1) known to be true  (2) known to the source but 
not the person reporting 

 (3) not known to the 
source but corroborated 

 (4) not known to the 
source and cannot be 
corroborated 
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CONCEPT of RED FLAGS

Red flags are indicators that can be applied to any part of a supply chain to 
help identify illegality. 

Red flags must be practical, easy to use, and up-to-date with the current 
traffickers' modus operandi BUT they also need to be adapted to one 
commodity/group of products and its geography of movement.

General information such as the high level of corruption in countries and 
national bans should be considered overarching red flags.

Red flags look at financial and administrative evidence to extract patterns 
for financial institutions, due diligence and law enforcement agencies.

NOTE: A red flag indicator demonstrates or suggests the likelihood of 
suspicious activity, but only further investigations can confirm illicit activity.
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CONCEPT of RED FLAGS

Banks, financial intelligence units (FIU), law enforcement and 
other actors with an interest in investigating wildlife crime may use 
red flags to identify and monitor high-risk entities and industries in 
their own countries that may engage in financial transactions 
facilitating Illegal Wildlife Trade (IWT)* by :

• Creating a baseline of financial data and identify key payment 
methods and patterns utilised as part of IWT.

• Collating global case data highlighting any potential or actual 
financial crime from banking through to FIU and law 
enforcement data (i.e. typologies, financial investigations, asset 
tracing and recovery etc).

• Understanding convergence with other serious crimes

• Moving away from a law enforcement focus on the seizure and 
focusing on multi-agency approach and prosecution

* In this presentation wildlife also includes timber species.

Karolina Grabow /pexels
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WHY DEVELOPING RED FLAGS IS IMPORTANT IN THE CONTEXT OF ILLEGAL 
LOGGING

• To assist financial institutions in detecting suspicious activities and 
determining illegal timber versus legal timber trade activities 
because, unlike illicit drugs, timber is typically fed into legal industries 
where its illegal origin can be obscured.

• To help law enforcement agencies to investigate the financial 
background of key enabling individuals and entities to identify any 
wider networks involved in the illegal timber trade. This may also 
expose links to other criminal activities.

• To fill the current gaps identified during the project and put the 
findings into action directly in the process of law enforcement 
agencies. Legislatives changes can be long process but upgrading the 
existing systems in place can result in quick improvements.
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WHY DEVELOPING RED FLAGS IS IMPORTANT IN THE CONTEXT OF ILLEGAL LOGGING

• Corruption and money-laundering can be found at every stage of
the timber supply chain, including access and permitting, hiring,
transport, processing, export and trade, governance, and the
process of hiding the proceeds. Financial red flags can be used to
expose illegal activities.

• Due diligence requirements are mostly limited to operators putting
the timber product on the market but involving the financial sector
should be soon part of the regulations. Banks should use red flags
to continue Customer Due Diligence (CDD) checks throughout the
relationship to increase the chance of identifying any suspicious
transactions, especially involving source, transit and destination
countries where IWT traditionally takes place.
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HOW TO CREATE A RED FLAG 

(Credits: Le Gabon Nouveau)

• STEP 1 - Collect information on the influences affecting 
illegal trade in the supply chain  For EU timber trade,
the supply chain is well documented (See slide 7).

• STEP 2 - Document financial flows related to the illegal 
trafficking  For EU timber trade, it is difficult to obtain 
detailed information = GAP (See slide 8).

• STEP 3 - Analyse documented trade trends for illegal 
timber trade in the EU  For EU timber, a literature 
review of the available resource can be a start. (See 
slides 9 -10)

• STEP 4 - Assemble information from recent successful 
court cases  For EU timber trade use cases against 
EUTR regulation, national environmental or anti-money 
laundering laws. Challenging to have detailed 
information = GAP (See case studies slides 11-16).

• GOAL - Identify and analyse common patterns and modi
operandi used by criminals and where illegal activities 
occur.
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HOW TO CREATE A RED FLAG
STEP 1 - Collect information about the supply chain

Collect specific information such as:

 Risk countries involved in the trade Transparency International Corruption 
Perceptions Index

 Protected species nationally and under CITES

 Look at the past cases involving timber and other resources:  IUCN, EIA Crime 
tracker E.g. : Main species in illegal trade - Rosewood, Agarwood, Teak, 
Meranti

 Main legal trade flows : Resource trade, UNCOMTRADE

 Map the actors and associated industry entities along the supply chain to 
spot discrepancies in business practices

A seizure of illegal Red Sanders by Royal 
Malaysian Customs (TRAFFIC / F. Noor)
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HOW TO CREATE A RED FLAG
STEP 2 - Collect financial information

Gather financial information from 
illegal trade in the EU

Some elements are missing to be 
able to develop high-risk 
indicators for financial institutions 
and financial intelligence units. 

For example :

 Payment mechanism 
information 

 Origin of the financial flows
Source : TRAFFIC Report “Case Digest- An Initial Analysis of the Financial 
Flows and Payment Mechanisms Behind Wildlife and Forest Crime

Example
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HOW TO CREATE A RED FLAG 
STEP 3 - Analyse the trends in illegal timber trade in EU

• Conduct a literature review to analyse the trends using existing publications such as EU Forest Crime
Initiative – Gap Analysis Ukraine. Trends can also be extracted from questionnaires shared with Ukrainian
stakeholders. The modus operandi are a start in building red flags used in the due diligence of financial
institutions or companies.

Here are some known modus operandi:

o Creation of shell companies for one transaction then closed  Potential red flag: Recently opened
businesses

o Avoidance in the use of electronic timber accounting system for transport documentation among communal
forestry enterprises and other owners. The use of written documentation increases the opportunity for
fraud. Potential red flag: Transactions outside of the electronic system

o Falsely declaring low-quality wood to pay low taxes but the wood is sold at a higher price  Potential red
flag: discrepancies between quality of wood and the sold value, especially for low-quality wood
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HOW TO CREATE A RED FLAG
STEP 3 - Analyse the trends in illegal timber trade in EU

Conduct a literature review to analyse the trends using existing publications such as TRAFFIC Report Red Flag 
Indicators: for wildlife and timber trafficking in containerized sea cargo

This publication presents the tactics and methods of traffickers in maritime supply chains.

Trends and red flags relevant for illegal timber trade in EU include:

o Links between politically exposed persons (PEPs) and public officers may look like;

- Local transfers from a foreign national in a known destination country to a PEP without supporting 
documentation to clarify reasons for such transfer. 

- Large cash deposits by a public official in a known source country from a company unrelated to the 
anticipated account activity. 

o Unexplained discrepancies in freight on board (FOB) and wire transfer amounts may look like;

- Differences between the wire transfers received and the noted FOB value exported.
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HOW TO CREATE THEM
STEP 4 - Analyse successful court cases 

Analyse successful court cases using existing publications such as TRAFFIC Report “Case Digest- An Initial
Analysis of the Financial Flows and Payment Mechanisms Behind Wildlife and Forest Crime”

The report uses this template to analyse court cases so patterns or specific typologies can be identified:

Key payment mechanism:

Crime type:

Trafficked commodity:

Seizures:

Jurisdictions: Primary / Secondary

Defendant:

Dates of arrest:

Status of proceeding:

Period of criminal activity :
11



Key payment mechanisms: Tax fraud by
overvaluing timber exports using fraudulent
documents to exploit a tax rebate for
import duties. Potential international bank
transfers via known tax havens to minimise
taxes for importing companies.
Crime type: Illicit timber trafficking
Trafficked commodity: Timber (various
including threatened species)
Seizures: 9,600m³ of timber of illegal origin
Jurisdictions: Primary: Peru Secondary:
Brazil, Dominican Republic, Mexico, USA
Defendants: 52 cases remain ongoing with
investigations into more than 100 people
Date of arrest: No arrests so far
Status of proceedings: Ongoing
Period of criminal activity: From 2008 to
2016 (estimated)

Lessons: 

 Fraud and corruption may exist in the 
forestry permitting systems and all stages 
of the forestry supply chain. Tax revenues 
may be lost on large amounts of timber 
that are being trafficked worldwide. 

 A collaborative law enforcement approach 
helps to advance work to combat forestry 
crime. The investigation and interception 
of the vessel was a result of interagency co-
operation and information sharing at the 
national level.

Recommendations for financial institutions:

 Proactively review companies within the 
timber supply chain for unusual activities 
including transactions via high-risk 
jurisdictions, known as tax havens, and 
potential bribe payments including large 
cash deposits.

Analysis  = Network 
Structure + Financial 
investigations (Flows / Asset 
identification, forfeiture and 
recovery)

STEP 4 - Analyse successful court cases 
Case study: Peru timber trafficking  

Source : TRAFFIC Report “Case Digest- An Initial Analysis of the Financial Flows and Payment Mechanisms Behind Wildlife and Forest Crime 12



Key payment mechanisms: International bank 
transfers wired from a foreign account whose 
registered purpose was business related to wood 
processing. Use of apparent legitimate businesses 
for money-laundering / cash to acquire expensive 
assets / mobile and internet-based payments 
Crime type: Money-laundering with predicate 
crimes consisting of using, holding or possessing 
natural resources or processes for exploiting natural 
resources illegally; and of trading in narcotics
Trafficked commodity: Siamese rosewood and 
various wildlife products 
Seizures: 155 items (cash, gold bars, land titles, 
other artefacts, etc.)
Jurisdictions: 1st: Thailand + Lao PDR, Malaysia, 
Viet Nam / 2nd: China
Defendants: Seven individuals and one bank
Date of arrest: 18-19 April 2014 (Past arrestations 
of family members on the grounds of illegal 
possession of protected species and narcotics) 
Status of proceedings: Ongoing / Anti-Money 
Laundering Act
Period of criminal activity: 2009–2016

Findings

 Organised criminal groups involved in the trafficking 
of wildlife may operate within family networks. It is 
important to investigate the connections between 
the operations and finances of family members. 

 The tax forms submitted to tax authorities are 
fundamental evidence. While more sophisticated 
criminals will make sure the information matches, 
many will fail to justify the legal origin of their 
income and assets.

Recommendations for financial institutions

 As part of the Know Your Customer (KYC) form, 
request information about employment, purpose of 
the account and an estimation of the foreseen 
monthly cash flow. Flag the use of personal accounts 
for business purposes.  

 Perform enhanced due diligence to the accounts of 
high-risk businesses to wildlife and forest crime in 
source countries, such as second-hand car 
dealerships and animal breeding farms. 

Analysis  = Network 
Structure + Financial 
investigations (Flows / 
Asset identification, 
forfeiture and recovery)

STEP 4 - Analyse successful court cases 
Case study: The Siamese rosewood smuggling network

Source : TRAFFIC Report “Case Digest- An Initial Analysis of the Financial Flows and 
Payment Mechanisms Behind Wildlife and Forest Crime

13



HOW TO CREATE A RED FLAG
STEP 4 - Analyse successful court cases

Example – Court case analysis for imported illegal timber harvested outside the EU to identify
Case: Houthandel Boogaerdt illegal import of teak
ORANGE – denotes gaps in the available information

• Key payment mechanisms: XX
• Crime type: Importation of illegal timber,
• Trafficked commodity: teak
• Seizures: XX
• Jurisdictions: Primary: Dutch / Secondary: Croatia, Myanmar
• Defendants: C. Boogaerdt and his two sons Eric and Peter

• Dates of arrest: XX
• Status of proceedings: The Court upheld the penalty imposed on the companies, which

would require them to pay a fine of €20,000 per cubic metre of teak they continued to
import without meeting the requirements of the EUTR.

• Period of criminal activity : XX
( Source: EIA / “EIA victory in Netherlands highest court confirms EU rules for Myanmar timber imports“, August 2021)
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HOW TO CREATE A RED FLAG
STEP 4 - Analyse successful court cases – Example 1 

Example – Court case analysis for imported illegal timber harvested outside the EU to identify

Case: WOB - illegal imports of timber from Myanmar
ORANGE – denotes gaps in the available information

• Key payment mechanisms:  XX
• Crime type: imported teak from Myanmar in 31 cases between 2008 and 2011, despite the EU 

embargo, and had thus violated the German Foreign Trade and Payments Act 
(Außenwirtschaftsgesetz)*

• Trafficked commodity: teak
• Seizures:  XX
• Jurisdictions: Primary : Germany/ Secondary : Myanmar
• Defendants:  The managing director and main defendant Stefan Bührich
• Dates of arrest:  XX
• Status of proceedings: Closed / a suspended prison term of 21 months and a fine of EUR 200,000.
• Period of criminal activity : 2008 - 2011

*Foreign Trade and Payments Act of 6 June 2013 (Federal Law Gazette I p. 1482), as last amended by Article 4 of the Act of 20 July 2017 (Federal Law 
Gazette I p. 2789)
(Source: Mongabay / “Trafficking of banned Myanmar teak lands German company with $4m fine”, May 10 2021)
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HOW TO CREATE A RED FLAG 
STEP 4 - Analyse successful court cases - Example 2 

Example – Court case analysis for illegal logging in the EU to identify

Case: Alba, Romania – Illegal logging
ORANGE –denotes gaps in the available information

• Key payment mechanisms: XX
• Crime type: illegal logging
• Trafficked commodity: timber
• Seizures: confiscated 177 cubic meters
• Jurisdictions: Primary / Secondary Romania Law 171/2010* on establishing and sanctioning forestry 

contraventions and the rest to other normative acts
• Defendants: O. Valentin, M. Marius, F. Nicolae and S. Sorin
• Dates of arrest: Between October 14 and 15, 2020
• Status of proceedings: XX
• Period of criminal activity: 2008-2014

*http://legislatie.just.ro/Public/DetaliiDocumentAfis/120856
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Conclusions and Recommendations

• Most court case information is not gathered with attention to the financial mechanism and 
the details are rarely published in the information sources available 

Recommendation: Financial angle needs to investigated and considered/presented in court

• A systemic approach to judiciary information to go further then the seizure has to be put in 
place.

Recommendation: NGOs and law enforcement agencies need to collaborate on this matter 
For example through projects such as “Successful Wildlife Crime Prosecution in Europe / 
SWiPE”

• Parallels can be drawn with others commodities and these two publications can be used as 
reference  “Red Flag Indicators: for wildlife and timber trafficking in containerized sea 
cargo” OR  “Case Digest- An Initial Analysis of the Financial Flows and Payment 
Mechanisms Behind Wildlife and Forest Crime”
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